Execute a State Machine on AWS

https://docs.aws.amazon.com/step-functions/latest/dg/tutorial-cloudwatch-events-s3.html

Create functions

Create State Machine

Add S3 Buckets for Event to occur

Add S3 Bucket for State Machine Logging Storage
Add a Cloud Trail

Add a Cloud Watch Event
IAM Roles & Polcies
Lambda Functions need AWSLambdaFullAccess policy to run

State Machine needs AWSLamdaFullAccess policy to run

Printing Event when file is uploaded will provide JSON Output Record you can parse:


https://docs.aws.amazon.com/step-functions/latest/dg/tutorial-cloudwatch-events-s3.html

"version": "0",
"id": "88af1952- 66f e- 5f a0- ab59- 9f f 7a2a9ela5",
"detail-type": "AWS APl Call via doudTrail",
"source": "aws.s3",
"account": "811315030605",
"time": "2019-07-16T02: 16: 127",
"region": "us-east-1",
"resources": [],
"detail": {
"event Version": "1.05",
"userldentity": {
"type": "I AMJser",
"principal d": "Al DAl K2YZTSXWLFWRMH2" ,
"arn": "arn:aws:iam:811315030605: user/jbarnett",
"account|d": "811315030605",
"accessKeyl d": "ASI A3ZZRE5JGUDSXPUR',
"userNane": "jbarnett",
"sessionContext": {
"attributes": {
"creationDate": "2019-07-15T19: 28: 427",

"nf aAut henticated": "false"
}

}

"invokedBy": "signin.amazonaws. cont
e
"event Ti me": "2019-07-16T02: 16: 127",
"event Source": "s3.amazonaws. coni,
"event Nane": "Put Object",
"awsRegi on": "us-east-1",
"sourcel PAddress": "156.68.176. 184",
"user Agent": "signin.amzonaws. cont',

"request Paraneters":
"X-Anz-Date": "20190716T021612Z",
"bucket Nane": "sdt-data",
" X- Anz- Al gorithni: "AWS4- HVAC- SHA256",

"x-anz-acl": "private",
" X- Anz- Si gnedHeader s": "content - nd5; host ; x- anz- acl ; x- anz- st or age- cl ass",
"Host": "s3.amazonaws.com',

" X- Anz- Expi res": "300",
"key": "ceres/ SYNldeg- 1Hour/ Terra- Aqua- MODI S_Edi ti on4A/ 2018/ 06/ CER_SYNldeg- 1Hour _Terr a- Aqua-
MODI S_Edi ti on4A_407406. 20180601. hdf ",
"x-ane-storage-cl ass": " STANDARD"
b
"responseEl enments": null,
"addi tional EventData": {
" Si gnat ureVersi on": "SigVv4",
" Ci pher Sui te": "ECDHE- RSA- AES128- GCCM SHA256" ,
"bytesTransferredln": 354,
"Aut henti cati onMet hod": "QueryString",
"x-ane-id-2": "BLGSosTkdNr HZwL+f BXuj dFxWAUS+I HJj A0/ | H+r dcwy Hsbwz NQq66Fk FbDr 4YEZRG+t 3N BXI 8=",
"bytesTransferredQut": 0
e
"request| D': "3952169B4B65B650",
"event | D': "la4f 25e6-ch0Oa-4971-af d3-329d1dc0b68c",
"readOnl y": fal se,
"resources": [

"type": "AWS::S3::Object”,

"ARN': "arn:aws:s3:::sdt-datal/ceres/ SYNLdeg- 1Hour/ Terra- Aqua- MODI S_Edi ti on4A/ 2018/ 06/ CER_SYNldeg-
1Hour _Terra- Aqua- MODI S_Edi ti on4A_407406. 20180601. hdf "

1

{
"account|d": "811315030605",
"type": "AWS:: S3:: Bucket",
"ARN': "arn:aws:s3:::sdt-data"

}

I,
"event Type": "AwsApi Call",
"reci pi ent Account|d": "811315030605"
}
}
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