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PART 1. GENERAL INFORMATION
4. TECHNOLOGY CASE NUMBER:
MFS –
–
7. TECHNICAL POINT OF CONTACT (Person who knows the most about the software):
8. GOVERNMENT POINT OF CONTACT (If Technical Point of Contact is a Contractor):
PART 2. SOFTWARE RELEASE INFORMATION
10. WHAT TYPE OF CODE WILL BE RELEASED?
11. WHAT OPERATING SYSTEM (O/S) DOES YOUR SOFTWARE USE?
12. TYPE OF RELEASE REQUESTED:
13. WILL A USER MANUAL BE RELEASED WITH THE SOFTWARE?
15. ARE THERE ANY PROGRAMMATIC RESTRICTIONS ON RELEASE OF THE SOFTWARE?
PART 3. SOFTWARE CLASSIFICATION AND SAFETY CRITICAL DESIGNATION
17. DOES THE SOFTWARE COMPLY WITH THE SOFTWARE ENGINEERING AND ASSURANCE REQUIREMENTS OF NPR 7150.2B AND
NASA-STD-8739.8, SOFTWARE ASSURANCE STANDARD, FOR THE APPLICATION SOFTWARE PROCESS?
IMPORTANT: Please complete the appropriate Compliance Matrix for the designated Software Classification identified in Item 16 above.  The compliance matrices are available on the NASA Engineering Network (NEN) site at: https://nen.nasa.gov/web/software/documents Compliance Matrix for each class dated 03/11/15. This spreadsheet has a tab for each separate software classification.
18. IF SOFTWARE DOES NOT COMPLY, ARE THE DEVIATIONS/WAIVERS DOCUMENTED AND APPROVED?
(Please attach relevant deviations/waivers.)
19. IS THE SOFTWARE SAFETY-CRITICAL AS DEFINED IN NASA-STD-8739.8?
IF YES, DOES IT COMPLY WITH THE SOFTWARE SAFETY REQUIREMENTS OF NASA-STD-8719.13, SOFTWARE SAFETY STANDARD?
IF NO, ARE THE DEVIATIONS/WAIVERS DOCUMENTED AND APPROVED?
(Please attach relevant deviations/waivers.)
PART 4. CHIEF INFORMATION OFFICER (OCIO) REVIEW
20. IS THE SOFTWARE SECTION 508 COMPLIANT?
21. ARE THERE ANY KNOWN EXPORT RESTRICTIONS THAT APPLY TO THE SOFTWARE?
22. DOES THE SOFTWARE INCLUDED ANY EMBEDDED COMPUTER DATABASES?
23. WHEN TRANSFERING THE SOFTWARE, WILL THE SOFTWARE INCLUDE OTHER  NASA OR GOVERNMENT SOFTWARE?
24. WHEN TRANSFERING THE SOFTWARE, WILL THE SOFTWARE INCLUDE THIRD PARTY SOFTWARE?
25. DOES THE SOFTWARE USE OR CALL ANY SOFTWARE OR LIBRARIES?
A. OPEN SOURCE:
B. PROPRIETARY/COMMERCIAL:
26. WAS THE SOFTWARE DEVELOPMENT FUNDED BY THE MILITARY?
27. DOES THE SOFTWARE CONTAIN EMBEDDED FIREWALL INFORMATION OR REQUIRE PORTS TO BE OPENED IN THE FIREWALL FOR PROPER OPERATION?
28. DOES THE SOFTWARE CONTAIN EMBEDDED CREDENTIALS?(e.g., username/password, certificates, encryption keys)?
29. DOES THE SOFTWARE ANALYZE NETWORK TRAFFIC?
30. DOES THE SOFTWARE USE OR INCLUDE ENCRYPTION?
31. HAS THE SOFTWARE APPLICATION DATA OWNER BEEN CONSULTED TO ENSURE THAT THE SOFTWARE DOCUMENTATION, EMBEDDED FILES, CODE, OR OTHER ARTIFACTS DO NOT CONTAIN RESIDUAL SENSITIVE BUT UNCLASSIFIED (SBU) DATA?
32. HAS THE SOFTWARE BEEN SCREENED TO DETERMINE IF THE SOFTWARE DOCUMENTATION, EMBEDDED FILES, CODE, OR OTHER ARTIFACTS CONTAIN ANY PERSONAL IDENTIFIABLE INFORMATION (PII)?
IF YOU HAVE QUESTIONS, PLEASE CONSULT YOUR CENTER PRIVACY MANAGER FOR ASSISTANCE.
A FREQUENTLY ASKED QUESTIONS (FAQ) DOCUMENT ADDRESSING NASA PII CAN BE FOUND AT:
http://insidenasa.nasa.gov/ocio/information/info_privacy/pii_faq.html
33. IF YOUR SOFTWARE RELEASE TYPE IS GENERAL PUBLIC OR OPEN SOURCE OR IF IT IS SAFETY-CRITICAL, HAS A CODE REVIEW BEEN, PERFORMED TO DISCOVER ANY RESIDUAL SECURITY AND PRIVACY RISKS?
IF YOU DO NOT POSSESS THE RESOURCES TO PERFORM THIS REVIEW, PLEASE CONTACT YOUR CENTER INFORMATION SECURITY OFFICER (CISO) OR THE AGENCY OCIO FOR ASSISTANCE.
34. IS THE SOFTWARE COMMAND AND CONTROL (C&C)?
IF YES, HAS THE SOFTWARE BEEN ENDORSED BY NASA CENTER OR PROGRAM OFFICIAL WITH MANAGEMENT RESPONSIBILITY FOR DEVELOOMENT, ACQUISITION, AND IMPLEMENTATION OF THE C&C SOFTWARE?
NOTE: ENDORSEMENT FOR RELEASE OF C&C SOFTWARE IS REQUIRED BY NPR 2210.1C, SECTION 2.6.3.
TECHNICAL CONCURRENCE AND RECOMMENDATIONS
GUIDANCE: The Technical POC is the technical person listed on the first page of this form (can be either a contractor or NASA employee). The NASA POC is the NASA employee most familiar with the software (could be the COTR for a NASA contract/grant).
PROJECT OR PROGRAM OFFICE CONCURRENCE AND RECOMMENDATIONS
GUIDANCE: Project/Program Officer person is the NASA lead for the project/program under which software was developed. If the software is not specific to a project or program, this person would be the NASA manager for the organization responsible for creation of the software.
PURPOSE:
The software review process starts by reporting the software as describedin NPR 2210.1C (e.g., submitting a description of the software to be released, the individuals involved in its creation, development timeline, available documentation, and related topics). All NASA software disclosed through a New Technology Report (form NTR 1679) through the NASA Technology Transfer System (technology.nasa.gov) is eligible for releaseto the public.  
The SRRA form serves as a checklist that ensures that each office responsible for release of NASA software (per NPR 2210.1C) reviews new software for compliance to safety, security, and IT requirements priorto release. Each piece of software is unique, and must be reviewed ona case-by-case basis. It is important to ensure that NASA has appropriate rights in software, including subcomponents, before NASA releases that material outside the agency. The terms and conditions governing external software impact NASAʼs right to use and release software, and must be thoroughly analyzed before NASA can release software incorporating that external software.  
Please refer to the document references and contact information as you complete the information requested. Some questions can be completed with information already identified on the software NTR disclosure. Contact the Software Release Authority (SRA)/Danny Garcia, ZP30 if you need a copy of the NTR.
SRRA FORM COMPLETION INSTRUCTIONS
PART 1: General Information (Q.1–8)
Software description and contact information is collected in this section. 
PART 2: Software Release Information (Q 9–15)
1. Types of Software Releases
         a.  U.S. Government Purpose Release: This large, but restrictive, release category includes five subcategories. An SUA is required,and appropriate nondisclosure and export control provisions may be included. The following subcategories are included under this release category.
         •         Beta Release: A limited release of the Software Code Baselinefor government purposes of acquiring evaluation comments and feedback.
         •         Project Release: Any release of the Software Product Baseline or the Software Accepted (As-Built) Baseline to be used on behalf of the U.S. government.
         •         Developmental Release: A release of the Software Product Baseline specifically for further development on behalf of the government and not including operational use.
         •         Interagency Release: A release of any software for use by another U.S. government agency.
         •         NASA Release: A release of any software for use only by NASA personnel and NASA contractors.
         b.  U.S. Release Only: This release category authorizes the releaseof software for use by U.S persons only. It does not remove Export Control restrictions. Limited U.S. Release can be used for a reimbursable Space Act Agreement Partner when U.S. Government purpose doesn't apply — not under contract).
         c.  U.S. and Foreign Release: This release category authorizes whatis essentially a General U.S. Release, with additional availabilityto foreign persons. This category is only for software that may have special considerations, such as public health and safety benefits,or where special circumstances accrue economic benefit to the U.S.
         d.  General Public Release: This release category is the broadest release category possible and may be approved only if Software Accepted (As-Built) Baseline has been categorized as Publicly Releasable Software.Open Source Release: Open source code is typically createdas a collaborative effort in which programmers improve upon thecode and share the changes within the community.
2.         Is there any software documentation, as defined in the following paragraph, which is proposed or available for release with the software? 
“Software Documentation may be provided as ownerʼs manuals, userʼs manuals, installation instructions, operating instructions, and other similar items. Software Documentation may include design details, algorithms, processes, procedures, rules, flow charts, formulae, and related information that would enable particular NASA software, or functional equivalents thereof, to be reproduced or created.”
3.         How will the software be distributed?
Electronically (website, apps). For open source software, will a click wrap agreement be requested?
PART 3: Software Classification (Q.16–19)
NASA has established formal software engineering requirements in NPR 7150.2B, NASA Software Engineering Requirements. These requirements govern all software development activities and must be followed throughout a projectʼs development life cycle.
1.         Does the software comply with the software engineering and assurance requirements for the applicable software classification?  
a.         Contact Rosalynne Strickland rosalynne.l.strickland-1@nasa.gov or Bobby Gamble andy.gamble@nasa.gov /Safety and Mission Assurance, QD for assistance with determining the appropriate classification of software.
b.         Compliance Matrices: For software codes developed after September 2004, it is best to front-load compliance by adhering to the software engineering requirements with a documented compliance matrix from the outset. Please use NPR 7150.2B to complete the appropriate matrix.The NASA Engineering Network Software Engineering community also has guidance found at https://nen.nasa.gov/web/software. Approval signatures are necessary on the last page of the compliance matrix only when a non-compliance is identified ona software engineering requirement.
c.         If there are waivers or deviations, attach documentation and approvals.
PART 4: Chief Information Officer (OCIO) Review (Q 20–34)
1.         Is the software 508 compliant? (Q 20)
Katherine Russell/IS30 is the Marshall 508 coordinator. 508 compliance is complex with numerous requirements which are sometimes difficult to understand. There is a checklist of 508 requirements and guidance which will help determine if the software is or can be 508 compliant. Contact Katherine for assistance.  katherine.l.russell@nasa.gov.
2.         Are there any known export restrictions that apply to the software? (Q 21) 
Contact the Center Export Representative (CER) assigned to your organization.A list of CER's is can be found at
https://explornet.msfc.nasa.gov/docs/DOC-10068 .
If the answer is yes and there are restrictions, attach an MSFC Form 4312 signed by your CER which identifies any ITAR, EAR99, other restrictions.If the answer is no, request an email from the CERto document their decision.  
3.         IT Security (Q 22-34)
Generally speaking, released software should not contain any information peculiar to NASA, such as user names, passwords, database credentials, IP addresses, host names, firewall and network information, or any other data which would expose or create vulnerabilities.IT Security staff will help you understand the types of risks occasioned by software release, and will work with you to remove elements of your software which may give rise to a vulnerability prior to release. For assistance, contact Stayce Hoult stayce.d.hoult@nasa.gov 
When you have completed the form, please sign the appropriate concurrence and recommendation section. Concurrence and recommendation can be obtained from your immediate supervisorif a Program/Project Office designee is not available to concur.
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	CurrentPage: 
	PageCount: 
	Enter date that request is being made.: 2016-06-13
	Enter the full name of the requester.: Rahul Ramachandran
	Please enter the software title and its abbreviation.: Python CMR (pyCMR) - For Software Release Only
	FiveDigits: 33409.00000000
	SingleDigits: 1.00000000
	Enter the version number.: 
	Enter the date of the version number provided.: 
	Please type or print the name of the technical point of contact.: Manil Maskey
	Enter the company name for the technical point of contact.: University of Alabama in Huntsville
	Please provide the company's mailing address.: University of Alabama in Huntsville301 Sparkman DriveHuntsville, AL 35899
	Enter the mail code for the technical point of contact.: 
	Enter the organization code for the technical point of contact.: 
	Enter the telephone number for the technical point of contact.: 256-824-6868
	Enter the e-mail address for the technical point of contact.: maskeym@uah.edu
	Please type or print the name of the NASA point of contact.: Rahul Ramachandran
	AgencyName: NASA
	Enter the mailing address for the government point of contact.: National Space Science & Technology CenterBud Cramer Research Hall320 Sparkman DriveHuntsville, AL 35805
	Enter the organization code for the government point of contact.: 
	Enter the telephone number for the government point of contact.: 256-961-7620
	Enter the e-mail address for the government point of contact.: rahul.ramachandran@nasa.gov
	Please provide a brief description of the software.: The python library (pyCMR) is a mechanism that programmatically queries metadata catalogs to find and access datasets of interest and/or specific granules (files) for a given data set.
	Executable code.: 0
	Source code.: 1
	Both executable and source code.: 0
	Apple iOS: 0
	Android operating system.: 0
	Microsoft Windows operating system.: 0
	Linux operating system.: 1
	Other type of operating system. Please list.: 0
	Specify other type of operating system the software uses.: 
	License: 0
	GovernmentOnly: 0
	USrelease: 0
	LimitedGeneralUS: 0
	USandForeignRelease: 0
	PublicRelease: 0
	OpenSourceRelease: 1
	Yes, a user manual will be released with the software.: 0
	No, a user manual will not be released with the software.: 1
	Please explain how the software will be distributed.: The software will be distributed via download.
	Yes, there are programmatic restrictions on release of the software.: 0
	No, there are no programmatic restrictions on release of the software.: 1
	Please provide an explanation of the programmatic restrictions on the software.: 
	Provide the classification and safety-critical designation of the software.: Class G: General Purpose Computing, Business and IT Software (Single Center or Project)
	Yes, the software complies with the software engineering and assurance requirements of NPR 71502B andNASA -STD-8739.8, Software Assurance Standard, for the application software process.: 1
	No, the software does not comply with the software engineering and assurance requirements of NPR 71502B and NASA -STD-8739.8, Software Assurance Standard, for the application software process.: 0
	Yes, the deviations and waivers are documented and approved.: 0
	No, the deviations and waivers are not documented and approved.: 0
	Yes, the software is safety-critical as defined by NASA-STD-8739.8.: 0
	No, the software is not safety-critical as defined by NASA-STD-8739.8.: 1
	Yes, the software complies with the software safety requirements of NASA-STD 8719.13, Software Safety Standard.: 0
	No, the software does not comply with the software safety requirements of NASA-STD 8719.13, Software Safety Standard.: 0
	Yes, the deviations and or waivers are documented and approved.: 0
	No, the deviations and or waivers are not documented and approved.: 0
	Yes, the software complies with Section 508.: 1
	No, the software does not comply with Section 508.: 0
	Yes, there are known export restrictions that apply to the software.: 0
	No, there are no known export restrictions that apply to the software.: 1
	Please provide an explanation of the export restrictions and attach a copy for Marshall Space Flight Center Form 4312.: 
	Yes, the software includes embedded computer databases.: 0
	No, the software does not include embedded computer databases.: 1
	Provide and explanation regarding the embedded computer databases.: 
	Yes, when transferring the software, the software will include other NASA or government software.: 0
	No, when transferring the software, the software will not include other NASA or government software.: 1
	Please list each software title, technology case number, version number, and version date.: 
	Yes, when transferring the software, it will include third party software.: 0
	No,  when transferring the software, it will not include third party software.: 1
	Please list each software title, the license under which they were obtained, and the Universal Resource Identifier for the license(s).: 
	Yes, the software uses or calls open source software or libraries.: 1
	No, the software does not use or call open source software or libraries.: 0
	Yes, the software uses or calls proprietary or commercial software or libraries.: 0
	No, the software does not use or call proprietary or commercial software or libraries.: 1
	If the box is checked yes for either open source or proprietary and or commercial, please list the items used, under what license they were obtained, and the Uniform Resource Locator (U-R-L) for the license.: CMR (Common Metadata Repository) https://cmr.earthdata.nasa.gov/search/; "Python" https://opensource.org/licenses/Python-2.0
	Yes, the software development was funded by the military.: 0
	No, the software development was not funded by the military.: 1
	If software development was provided by the military, please explain predominant application, e.g., military, civil, or both.: 
	Yes, the software contains embedded firewall information or requires ports to be opened in the firewall for proper operation.: 0
	No, the software does not contain embedded firewall information or require ports to be opened in the firewall for proper operation.: 1
	Please explain the necessity of fiewall information and access in order for software to function properly.: 
	Yes, the software contains embedded credentials.: 0
	No, the software does not contain embedded credentials.: 1
	Please explain and describe the type of credentials embedded in the software.: 
	Yes, the software analyzes network traffic.: 0
	No, the software does not analyze network traffic.: 1
	ExplainNetworkMonitoring: 
	Yes, the software uses or includes encryption.: 0
	No, the software does not use or include encryption.: 1
	ExplainEncryption: 
	Yes, the software application data owner has been consulted to ensure that the software does not contain any Sensitive But Unclassified data.: 1
	No, the software application data owner has not been consulted to ensure that the software does not contain any Sensitive But Unclassified data.: 0
	Please explain why the software application data owner has not been consulted.: 
	Yes, the software has been screened in all areas to determine if it contains any artifacts of Personal Identifiable Information (P I I).: 1
	No, the software has not been screened in all areas to determine if it contains any artifacts of Personal Identifiable Information (P I I).: 0
	Please explain why the software has not been screened to determine if it contains Personal Identifiable Information (P I I).: 
	NA_33: 0
	Yes, a code review has been performed to discover any residual security or privacy risks.: 1
	No, a code review has not been performed to discover any residual security or privacy risks.: 0
	Please explain why a code review has not been performed to discover any residual security or privacy risks.: 
	Yes, the software is command and control.: 0
	No, the software is not command and control.: 1
	Yes, the software has been endorsed by NASA Center or program official with management responsibility for development, acquisition, and implementation of the command and control software.: 0
	No, the software has not been endorsed by NASA Center or program official with management responsibility for development, acquisition, and implementation of the command and control software.: 0
	Please explain why endorsement has not been obtained.: 
	Signature of the technical point of contact.: 
	Date signed by the technical point of contact.: 
	Recommendations or comments made by the technical point of comment.: 
	Signature of the NASA point of contact.: 
	Date signed by the NASA point of contact.: 
	Recommendations and comments of the NASA point of contact.: 
	Please type or print the name of the project and or program office.: Rahul Ramachandran
	Signature for the project and or program office.: 
	Date signed by the project and or program office.: 
	Recommendations and comments of the project and or program office..: 



