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The Global Concerns Statement is prepared by asking the developer of the software to provide a statement reflecting on whether the subject software: 

 
Could be used in any way that would be contrary to the best wishes of Goddard, NASA, or the U. S. of America 

· How could your software be used in this manner?  If not, please state why?

Might divulge trade secrets or risk giving away any "high technology" 

· How might your software be used in this manner?  If not, please state why?

Contains source code that could be modified to do harm (command a spacecraft or disrupt Wall Street) 

· Does your software contain code or can be used in this manner?  If not, please state why?

Might harm other software or operational systems 

· How might your software do harm in this manner?  If not, please state why?

Utilizes encryption 

· Does your software utilize encryption and if not, please state why?

Might disclose information about the configuration of NASA  networks such as parallel algorithms running explicitly across multiple NASA systems at multiple NASA sites 

· Can your software be used in this manner and if not, please state why?

Performs any analysis of network traffic 

· How could your software be used in this manner and if not, please state why?



As unlikely as this may seem, as the expert on this software, the developer of the software is in the best position to assure that GSFC does not release any software that can be misused.

Statement:


Could Earthdata Search be used in any way that would be contrary to the best wishes of Goddard, NASA, or the United State of America?

To the best of my knowledge, the only potential misuse of the Earthdata Search source code stems from the fact that it is source code for an operational website and vulnerabilities may be found by viewing the source code that otherwise would not have been discovered.  However, I do not feel that this is compelling reason to withhold the source, because:
a) NASA has released the source to other operational websites that carry similar level of risk.  For instance, WorldView (https://github.com/nasa-gibs/worldview)
b) Vulnerabilities discovered this way would exist regardless of the availability of the source code, and source code availability may allow members of the community to report problems before they can be exploited, resulting in a net increase in overall security.
c) The Earthdata Search site does not store sensitive information such as passwords or credit card information, it is scanned and monitored, and it can be briefly taken offline with minimal impact to others; therefore, any potential impact would likely be very limited. 

 Could Earthdata Search divulge trade secrets or risk giving away any “high technology?”

No.  The Earthdata Search source code does not contain trade secrets or high technology that is not readily available externally.

Does Earthdata Search contain source code that could be modified to do harm?

No.  The only systems it interacts with are published public APIs and its own database.

Might Earthdata Search harm other software or operational systems?

No. The application and its source do not have privileged access to any external system.  Our running application host is appropriately monitored, secured, scanned, and firewalled.  

Does Earthdata Search utilize encryption?

No.  The source code specifies that requests should be encrypted via a “use_ssl = true” flag, but it does not distribute or bundle any form of encryption or encryption algorithm.

Might Earthdata Search disclose information about the configuration of NASA networks?

No.  We have cleaned our source code of all such sensitive information and will not provide a repository history allowing it to be recovered.  The only network information contained in the source involves the interaction between documented public services.

Does Earthdata Search perform analysis of network traffic?

No.  Such analysis is unrelated to Earthdata Search.

Patrick Quinn
Lead Developer for Earthdata Search 
